® Ekran

Ai-powered User Behavior Analytics

» Detect threats and respond in real time .
Customer highlights

Our insider threat management platform provides a highly configurable alerting

subsystem that includes both customizable rules (based on generic behavioral indicators V’SA () quoneer
of potential insider threats) and an Al-powered user behavior analytics module for

detecting anomalies in the routines of internal users. K[] I [:A
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Ekran System provides rule-based incident flagging. Its collection of alert
templates covers the most common insider threat indicators. Ceska posta

O % Automated incident response

Ekran System allows you to set up automated incident response actions.
These vary from warning messages obligating users to acknowledge their
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actions to application termination and user blocking. .
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User and entity behavior analytics (UEBA) Ekran's alert system includes an
artificial intelligence module that establishes baseline user behavior to
detect abnormal user activity and possible account compromise.

» Ekran System Al analyzes user behavior

The Ekran System UEBA module establishes baseline user behavior to detect abnormal
user activity and possible account compromise. In this example, we analyze the working

hours of a user and create a baseline from this data.

') Equn DASHBOARDS localhost Built-in default tenant 5 (2) LOG OFF
> Monitoring Results
I ADD ~ ” RESTORE LAYOUT
B Forensic Export History
B Reports v Clients @ x ~ Memory Usage & x = Sessions Outside of Work Hours & %
= Interactive Monitoring .
ATTENTION: Not all Clients are 2
©  Health Monitoring licensed! 200 MB 2 minutes
QO  Password Management J
(1]
& Client Management ~
I o

sb  Tenant Management [ 03/13/2023 03/16/2023 03/17/2023 03/18/2023 (03/19/2023 03/20/2023
& User Management
&  Access Management

3 v Storage Usage 8 x w Latest Live Sessions & %
L Alert Management
[ User Behavior Analysis Database Blnary Data START & CLIENT NAME & USER NAME &
& USB Monitoring 39.33 GB > 03/20/2023 12:00:2... WINServer2019 WINSERVER2019\A...
= Audit Log B E —EE B 03/20/2023 12:00:0..  UbuntuVM user

+ Rarely Used Computers @ x



» Security team detects threats and responds in real time

In Ekran System", you can easily view sessions in which behavioral anomalies are detected and respond to risky user activity.
Moreover, you can get a report on all risky sessions. Notifications are delivered via email.

Properties

Enable rule

Name
Unusual working hours Conditions

Unusual work hours

ALERT MAMAGEMENT ~

— High
= Hide None V
Rl... NAME DESCRIPTION % ASSIGNED TO STATE & NOTIFICATION $  EMAIL RECIPI... &

upload xlsx files All Clients Disabled None & @
ful Upload passwo... All Clients Enabled None & @
testalert All Clients Disabled None & @
Broxy Anonyrmi... This Is an alert ... Enabled None 2 @
Manual data sa., This is an alert .., Enabled None rd @
License genera... This is an alert ... Enabled Mone & @
Vo rbenlio s Enabled None & @
Email Notifications Disabled None ) ®
Send notification on detected anomalies for a finished session Enabled Nene 2 @
send instant notification on detected anomalies Enabled Mone P @
Send total session risk score in case of no anomalies Enabled None & @

Send email notification to
Additional Actions
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Show warning message to user

Block user in the current session
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solutions that | have installed

Qﬁi and configured. I can
recommend EKRAN as a

UNIX () Linux

good, light and efficient
Solution.

Licensing

Ekran System?® is licensed based on the number of endpoints and is offered in Standard and Enterprise Editions.
The Enterprise Edition includes several enterprise-grade maintenance and integration features.
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